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OITPEAEJEHH

B HacrosmeM JOKyMEHTE HCIIONB3YIOTCA CNEAYIOLINE TEPMUHEL H UX ONpeeaeHHUs,

ABTOMATH3HPOBAHHAS CHCTEMA — CHCTEMA, COCTOAINANA H3 MEPCOHaNa H KOMILIeKca
CPeACTB aBTOMAaTH3AIMH €r0 ACATENLHOCTH, pealu3yloias UHGOPMALMOHHYIO TEXHONOTHIO
BBITIOJIHEHHSA YCTAHOBIEHHEBIX (hbYHKLHA,

AyTeHTHOHKAUNA OTNPABHTEAA JaHHBIX — IOATBEP)KAEHHE TOTO, YTO OTIPAaBHTENE
MOJYYEHHBIX JaHHBIX COOTBETCTBYET 3agBJICHHOMY.

Be3onacHocTb NepPCOHANBHBIX AAHHBIX — COCTOAHUE 3al{HIIEHHOCTH NEPCOHANBHBIX
JaHHBIX, XapaKTepu3yeMoe CMocOOHOCTBIO [OAB30BATENCHt, TEXHHYECKUX CpEACTB H
MH(QOPMALMOHHBIX TEXHOAOTHH o6ecreynTh KOH(DHACHUHANBHOCTb, LENOCTHOCTE W
JOCTYMHOCTh TIEPCOHANBHBIX HAHHBIX NpH HX o0paboTke B HHOOPMALMOHHBIX CHCTEMax
NEPCOHANIBHBIX NAHHBIX,

bHoMeTpHUecKHe MePCOHAJIbHLIE AaHHbIE — CBENCHHA, KOTOpBIE XapaKTepu3yloT
(pusnonornyeckue ocoGeHHOCTH YelOBeKa U HAa OCHOBE KOTOPBIX MOXXHO YCTaHOBHTH €ro
JHYHOCTH, BlUItOYas (oTorpaduu, oTnevaTky nanbleB, 06pa3 ceT4aTKH ri1asa, 0COOEHHOCTH
CTPOEHHS TeJIa M APYTYIO MoJI0OHYI0 NH(OPMAaLHIO.

biiokHpoBanHe mnepcoHANIBHBIX AAaHHBIX — BpEMEHHOE TMpekpalueHne cbopa,
CHCTEMAaTH3alluH, HAKOM/IEHHsA, HCTIONL30BaHKS, PACNPOCTPAHEHH A, IEPCOHANBHEIX AaHHBIX, B
TOM HHCJIE UX NEpeaul.

Bupyc (kxoMnbloTepHbIii, NPOrpaMMHBII) — HCIIONHAEMBIA NPOrpaMMHEIM KOA MAK
HHTEPNIPETHPYEMbIH Habop HHCTPYKUMH, obnagaloluii cBOiCTBAMH HECAHKIIMOHMPOBAHHOTO
pacnpocTpaHeHHa M camoBocmpou3sefieHua. CosfaHHble AyONUKaThl KOMIBIOTEPHOrO
BHpPYCa HE BCETJa COBIAJAlOT C OPHIHHAIOM, HO COXPAHAIOT COCOOHOCTE K RanpHeHIeMy
pacfnpoCTpaHEHUIO H CAMOBOCTIPOU3BEIEHHIQ.,

BpeagonocHas nporpamma — nporpamMa, npeAHasHaueHHas O OCYIIECTBIIEHHS
HECAHKLMOHHPOBAHHOTO AOCTyna H (WIM) BO3ACHCTBUA HAa MEpPCOHANbHbE RAHHBIE HITH
pecypchl HHGOPMaLMOHHOH CHCTEMBI NEPCOHANBHEBIX AaHHBIX.

BenomorarenbHbie TEXHHYECKHE CPeACTBa H CHCTeMbl — TEXHHUYECKHE CPEICTBA H
CHCTEMBl, HE MpedHasHayeHHble A nepefayd, o0paloTKM M XpaHEHHA MEPCOHANBHBIX

HJAaHHBIX, YCTaHaBJIHBaEMbI€C COBMECTHO € TEXHHYECKHMH CpEACTBAMH H CHCTEMaMH,



npeaHa3HaYeHHbIMK JUIs 00paboTKH NMepCOHANBHBIX JAHHBIX WIH B NOMELIEHUAX, B KOTOPBIX
YCTaHOBJIEHB! UH(OPMALMOHHBIE CHCTEMBI IIEPCOHAIBHEIX AaHHBIX.

Hocryn B omepauHOHHYI0O cpely KomnbioTepa (HH(OPMALHOHHOH CHCTEMBI
NEePCOHANBHBIX JAHHBIX) ~ MOJYYEHKHE BO3MOXKHOCTH 3alTyCKa Ha BBIMOJHEHHE IUTATHRIX KOMaHJ,
(yHKIHI, NPOLIEAYP ONEpalMOHHOH CHCTEMBI (YHHYTOKEHHNSA, KOITHPOBAHHA, TIEpeMEIlEH N ¥ T.IL.),
UCTIONTHAEMBIX (PaiiioB MPHKIAAHBIX HPOTPaMM,

Hoeryn k HHpOPMALIHE — BOIMOXKHOCTD NMOIYYEHH HHPOPMALIMH H €€ UCTIONB30BaHHUS,

3aknanounoe yCTpoHCTBO— 3JICMEHT CpENCTBa cheMa HHQOPMAlMM, CKPHITHO
BHEAPAEMBIH (3aK1aabIBaeMblii WIM BHOCHMBIH) B MECTA BO3MOMKHOIO cheMa HH(popMaLmiH (B TOM
YHCNe B OrpaXIeHHe, KOHCIpYKiMIO, o0opyloBaHWe, MNpEeAMETHl WHTEPhEpa, TPAHCIOPTHHIE
CPEJICTBA, a TAKKE B TEXHHYECKHE CPE/CTRA U cHcTeMBl 06paboTKN HHpOpMaLuH).

3ammnmaeman HupopmManua — HHHOPMALIUA, ABLLIOLIANCA TPEIMETOM COGCTBEHHOCTH H
nojjiexaias 3aluTe B COOTBETCTBHH ¢ TPEOOBAHHAMH TMPaBOBBIX JOKYMEHTOB HIH TpeGoBaHWIMM,
YCTaHaBUBAEMBIMH COOCTBEHHHKOM MH(OPMALIHH,

Hnearndnxanna — npucsoeHHe cyorexraM ¥ ofbeKTaM JocTymna HaeHTN(HKATOpa H (HWIH)
CpaBHeHHE NPETbABIAEMOro HACHTH(HHKATOpA C NIEpeyYHeM NPHCBOEHHBIX HAEHTH(HHKATOPOB,

HndopmaTuBHbBIH cHrHAM — CKTPHYECKHE CHTHATBI, aKyCTHYECKHE, JNEKTPOMATHUTHBIE
M ApyTHe (u3HYecKkne nos, Mo napamMeTpaM KOTOPBIX MOXeT OBITb PacKphbiTa KOHMUIAEHINANLHASL
uHpopMalmA  (MepcoHaNbHBIE JaHHBle) oOpalateiBaeMad B HMH(OPMALMOHHON  CHCTEME
NEPCOHANBHBIX JAAHHBIX,

Hudopmauuonnasn cCHCTEMA MepCcoOHAILHBIX JAHHBIX (UCI1On) -
HHOpPMaLHOHHAsA CHCTEMa, TIpeiCTaBAAIOWasn co00if COBOKYMHOCTh MEPCOHANBHBIX AAHHBIX,
coAepxawmuxcs B 6a3e DaHHBIX, a Takoke WHPOPMALMOHHBIX TEXHOMOTHH M TEXHUYECKHX
CPEACTB, MO3BOJAIOIIMX OCYLIECTBAATs 06paboTKy TakMX NEpCOHATBHBIX IAHHBIX C
HCIOJIb30BaHHEM CPEACTB aBTOMAaTH3aLMK MM 6€3 HCIONE30BaHNA TaKMX CPE/CTB.

Hudopmannonnble TeXHOMOrHH — MPOLIECCH, METONb! TOMCKAa, cOopa, XpaHeHHs,
006paboTiH, MPeRocTaRneHN s, paCHPOCTPAHEHHA MH(OPMALIMH H CrIoco0bI OCYIIECTBISHUA TAKHX
NPOLIECCOB U METOAOB.

Hcnoab3oBanue  mepcoHanbHBIX  JaHHBIX —  JeitctBui  (omepauuu) ¢
NepcoHaNbHBIMH aHHBIMH, COBEPIUAEMLIE OMEPATOPOM B LENAX MPHHATHA pELICHUIT UK

COBCPIICHNA HHBIX IeHCTBHI, [MOPOACAAIONINX IOPHAHYCCKHE ITOCNEACTBHA B OTHOUICHHH



cy0LeKkTa nepcoHaNbHBIX AAHHBIX WIH APYTUX JHL JNGO MHBIM 00pa3soM 3aTparHBaroliux
npaBa H cBoOOBI cy6beKTa NepCOHANBHBIX JAHHEIX HITH IPYTHX JIML.

Hcrounnk yrposbl OGesonachHoctu muiopmaumu — cyObeKT HOCTYNa, MaTepHAALHBLA
OOBEKT WIN PU3HYECKOE SBNEHNE, ARMAIOLHECS MPHUHHOK BOSHHKHOBEHHSA YIpo3bl §e30MacHOCTH
HMHGOpMaLIHH.

Kontponupyemas 30Ha — MpOCTPaHCTBO (TEPPHTOPHA, 30aHHE, YACTh 3/1aHHA, MOMELIEHHE),
B KOTOPOM HCKITIOYEHO HEKOHTPOIHPYEMOE NMPpeObIBaHHE MOCTOPOHHHX JIHLY, a TAloKe TPaHCHOPTHBIX,
TEXHUYECKHX U HHBIX MaTepHaNbHbIX CPe/ICTB.

KonpuaeHunaJbHOCTL MEPCOHANIBHBIX JaHHBLIX — off3aTenvioe A  cobmoneHu
OMNEepaTopoM HJIH HHBIM MOMYYHBLIMM AOCTYN K NEPCOHANBHBIM JaHHBIM JHLIOM TpeboBaHHe He
JIOITYCKaTh WX pacrpocIpaHeHue Ge3 cornacus cyObekTa MEpCOHANBHBIX JAHHBIX KM HATHYHS
HHOMO 3aKOHHOTO OCHOBaHHS.

MesxcereBoii 3kpaH —  jokanbHOE  (OJHOKOMITOHEHTHOE) WM  (YHKIMOHATBHO-
pacnpeneneHHoe NporpaMMHoe (TIpOrpaMMHO-anNapaTHoOe) CpecTBO (KOMIUIEKC), peaTu3yiollee
KOHTPOb 32 HHGOpMaLHei, NocTynatouei B HHOPMALMOHHYIO CHCTEMY MEPCOHANBHEIX JAHHBIX H
(unu) BeIXOAALLEH H3 HHPOPMALIMOHHOM CHCTEMEI.

Hapyinresb 6e30nacHOCTH NepcoHANbHBIX JAHHBIX — (H3HYECKOe JTHIIO, CYYaiHO HIH
npeJHaMEpEeHHO COBEpLUAtOLLEE ACHCTBIA, CNEACTBHEM KOTOPBIX ABIAETCA HapyllieHHe 6e30MacHOCTH
MEPCOHATEHBIX JAHHBIX NMpH MX 00paboTke TEXHWYECKMMM CpEACTBAMH B HH(OPMAIMOHHBIX
CHCTEMAX NEPCOHANBHBIX HAHHEBIX.

HeasromaTusnpoBanHas o0pafoTka mnepcoHaNbHbIX MAaHHBIX — 0OpaboTka
MEePCOHANBHBIX [JAHHBIX, COJAEPXAIUMXCH B HH(POPMaLMOHHOH CHCTEME MNepcoOHaNbHBIX
HaHHBIX JHOO0 M3BNEYEHHBIX M3 TaKOH CHCTEMEBI, CUMTaeTCd OCYIeCTBICHHOH Ge3
MCMOJIB30BAHMA CPEACTB aBTOMATH3aUMH (HEaBTOMaTU3UPOBAHHOM), €C/IK TaKHE AEHCTBHA C
NEpPCOHANbHBIMM  JAHHBIMH, Kak  MCMONB3OBAHWE, YTOYHEHHME, PpacnpocTpaHeHHe,
YHHUYTOXXEHHE MEPCOHANBHEIX JAHHBIX B OTHOLUIEHHH Ka¥AO0ro U3 CyOBEKTOB MepCOHANBHBIX
JIAHHBIX, OCYLLECTBAAIOTCA PN HEMOCPEACTBEHHOM YYaCTHH 4eJIOBEKa.

Henexnapupopannble BO3MOMKHOCTH —  (DYHKIMOHATBHBIE BO3MOMKHOCTH — CPElCTB
BBEIYUCTHTEITEHOH TEXHUKH, HE OIMMCAHHBIE WIH HE COOTBETCTBYIOLHE OMUCAHHBIM B JIOKYMEHTaIlMY,
NPH HCMONE30BAHNH KOTOPBIX BO3MOXHO HapylLlieHHe KOHOHHAECHLUMATBHOCTH, AOCTYTIHOCTH WIH

uenocTHocTH o6pabarriBaemoii HHpOpMaLIHH.



HecaHkuHOHHpOBaHHBIH A0CTYN (HeCAHKUHOHHPOBAHHBIE AEHCTBHA)— JOCTYN K
yHbopMaUMH WK feficTBua ¢ uHbopMaLMel, HapyIUaloLMe NMpaBuia pasrpaHHueHs JAOCTyNa ¢
MCMONB30BAHHEM IUTATHBIX CPEACTB, MPENOCTABNAEMBIX HHGOPMALUHOHHBIMM CHCTEMaMH
NEepCOHANBHBIX JAHHBIX.

Hocutens nigopmauns ~ QuU3MYecKoe JMLO HIN MaTepHalbHbEIH 00BEKT, B TOM uHcie
(H3MYECKOE ToNe, B KOTOpoM MH(OpMALA HAXOIWT CBOE OTpaKEHHE B BHIE CUMBOJIOB, 06pa3os,
CHTHANIOB, TEXHUYECKIX PEIIEHMIT ¥ MPOLIECCOB, KOMMYECTBEHHEIX XapaKTePHCTHK (pU3HYECKUX
BETHYMH.

OGe3nuyuHBAHHE NEePCOHANBHLIX JAHHBIX — ICHCTBMA, B pe3yNbTaTeé KOTOPHIX
HEBO3MOKHO OMpEee/IUTh [IPHHAANEIKHOCTD MEPCOHANIBHBIX AAHHBIX KOHKPETHOMY CYOBEKTY
NepCOHANBHBIX JAHHBIX.

O6paboTka mepcoHANBHBIX [JAHHBIX— [CicTBHA (OMEpalMH) C MEPCOHANBHBIMH
JaHHBIMH, BKITIO4ad cOop, CHCTEMaTHM3AIMIO, HAKOIUIEHHWE, XpaHeHUe, YTOYHeHHe (OGHOBNEHHE,
H3MEHEHHE), MCMOJB30BAHHE, PacnpoCTpaHeHHe (B TOM 4MCe mepenady), obe3nmHuHBaHHME,
GnokHpoBaHHE, YHHYTOKEHNE MMEPCOHANBHBIX OAHHEIX.

O6menocTynHeie nepcoHajlbHble AaHHbIE — [EPCOHANbHBIE JaHHBIE, HOCTYN
HEOTPaHHYEHHONO Kpyra JIML K KOTOPBIM fpefocTaBieH ¢ corjacua cyOnekra
MEPCOHANBHBIX JAHHBIX HIH HAa KOTOpble B COOTBETCTBHH C (eliepalibHBIMH 3aKOHaMH He
pacnipocTpaHseTcs TpeboBaHHe coOM0IeHHA KOHBUACHITHANBHOCTH.

Onepatop (mepcoHANBHBIX ARHHBIX) — TOCYJApPCTBEHHBIH OpraH, MYHHLMNATLHEBIA
opraH, HOpHAMYEcKoe WIH (H3HUecKoe JMLO, opraHu3yiouiee W (WhH) oOcylecTBsoLiee
00pafoTKy nepcoHanbHRIX NAHHBIX, @ TAlOKe ONPEASJLMOLINE LUENM M coacpkaHue ob6paboTky
NEPCOHANBHBIX JaHHBIX.

Texnnueckue cpegcTBa HHGOPMALHOHHOL CHCTeMBl MNEPCOHANBHLIX JAAHHBIX —
CPe/ICTBA BBIYHCITHTENBHONH TEXHHWKH, WH(OPMaLOHHO-BEIYHCIHTE/IBHEIE KOMIUIEKCHI M CETH,
CpeACTBAa M CHCTEMBI Tepedaud, nmprema M obpabotiu [1/IH (cpeacTBa M CHCTEMEI 3BYKO3AIIMCH,
3BYKOYCWIEHHS], 3BYKOBOCTIPOH3BEAEHHSA, MEPErOBOPHBIE ¥ TEJIEBH3HOHHBIE YCTPOICTBa, CpeacTsa
M3rOTOBNEHHS, THPOKUPOBAHHA JOKYMEHTOB H APYTHE TEXHHYECKHE cpeficTBa 00paboTkil peyeBoi,
rpabmueckoi, Bumeo- # OykseHHo-tmidpoBodt  MHpOpMaLMM), MPOrpaMMHBIE  CpeICTBA
(onepallHOHHBEIE CHCTEMbl, CHCTEMEBI YTpaBicHHA Oa3aMH JaHHBIX M T.IL), CPeACTBa 3allMTHI

uHdopMal K, pUMEHsEMEBIe B HH(OPMALIMOHHBIX CHCTEMAX.



ITepexsar (wHpoOpMamHH) — HENPaBOMEpPHOE TNONyuYeHHe HHOOPMAUMH C
UCIIO/IE30BAaHHEM TEXHHYECKOr0 CpEeACTBa, OCYIIECTBIAIOIIEr0 OOHapyxXeHue, MNMpHeM H
00paboTky MH(POPMaTHBHBIX CUTHANOB,

IlepconansHsie aanHbie — Mobas HHQOpMaLUA, OTHOCALIAACS NPAMO UM KOCBEHHO
K OIpEeJEcNEHHOMY WJIH onpeacnseMoMy u3uueckoMy Jully (cyObeKTy nepcoHabHBIX
JNaHHBIX).

INoGounble 3/IeKTPOMArHHTHBIE H3JIYYeHHH H HABOAKH — 3ACKTPOMArHHTHEIE
H3JTy4eHHsA TEXHHUYECKHX cpeacTB 06paboTKky 3aiuiaeMoil HHHOPMallMH, BO3HHKAIOLIME KaK
noboyHoe sBJEHHE M BBI3BAHHbBIE 3JICKTPUYECKMMH CHrHANaMHM, NEHCTBYIOIIMMH B HX
NEKTPHYECKHUX U MATHWTHERIX LIENAX, 8 TAKXKE INCKTPOMAarHUTHLIE HABOAKH 3THX CHIHAJIOB
Ha TOKOMPOBOALINE JIHHHH, KOHCTPYKLMH Y LIENH TIHTaHHS,

ITornTHKA «YHCTOTO0 CTOMA» — KOMIUIEKC OpraHH3alMOHHBIX MEepONpHUATHIA,
KOHTPOJINPYIOIMX OTCYTCTBHUE 3alMChIBAHHA Ha GyMa)kHbIe HOCUTENH Kmtodeil U aTrpubyToB
Joctyna (naposei) 1 XxpaHeHHus uxX BOIU3N 06BEKTOB AOCTYIMA.

[Monab3oBaTenn HHQOpMALHOHHOH CHCTeMbI MEPCOHANBHBIX NAHHBIX — JIHLIO,
y4acTBylolee B (YHKIMOHNPOBAaHHH MH(MOPMALKMOHHOM CHCTEMBI MEPCOHANBHBIX AaHHBIX
HJIH MCTIONB3YIOILEE pe3yNbTaThl ¢e ()YHKLIHOHHPOBaHHA.

IlpaBuna pasrpaHH4eHHSI JOCTYNAa — COBOKYNHOCTEH HPaBHJI, perflaMEHTHPYIOLIMX
npasa jocTyna cyOheKTOB AocTyna K o6beKTam JocTyna.

Ilporpammuas 3aknagka — KOA TpOrpaMMBl, MNpeJHaMEepeHHO BHECEHHBIH B
nporpaMMy C LENbl0 OCYLIECTBUTH YTEUKY, H3MEHUTh, OMOKHpPOBAThH, YHHYTONKHTD
UHpOpMalLMI0O MAH YHHYTOXKHTE M MOAM(HIMPOBAaTH IporpaMMmHoe obecrieyeHHe
UHPOPMALIMOHHOI CHCTEMBI MEPCOHANBHBIX JAHHBIX H (MNH) ONOKMpOBaTh ammapaTHBIE
CpedcTBa.

IIporpammuoe (nporpamMmHo-mMaTeMaTHYeCKOE) BO3JeiicTBHE —
HECAaHKIMOHMPOBAHHOE BO3JICHCTBHE HA pecypchl aBTOMAaTH3MPOBaHHOH HH()OPMALMOHHOM
CHCTEMBI, OCYLIECTBIAAEMOE C HUCIONB30BaHNEM BPEAOHOCHEIX MPOTpaMM.

PackpbiTHe mepcoHANbHBIX JAHHBIX — YMBILUIEHHOE HNH ClNy4aiHOE HapyllleHHe
KOH(pUACHIHANBHOCTH MEPCOHANBHBIX JAHHBIX,

PacnpocTpanenne nepcoHaNbHBIX JAHHBIX — JACHCTBHA, HampaBjicHHLIE Ha

nepefavyy MepcoHalbHBIX NAHHBIX ONpeAeneHHOMY Kpyry Jinl (mepeaada MepCOHaNbHBIX



JIAHHBIX) WM HA O3HAKOMJIEHHE C TMEePCOHANBHBIMY AaHHEIMM HEOrPaHHYEHHOTO Kpyra JIHL,
B TOM 4Hcie 06GHapoa0BaHHE NEPCOHABHBIX JAHHBIX B CPENCTBAX MaccoBOif HHpOpMaUMH,
pasMelieHHe B HMH()OPMAlMOHHO-TEJEKOMMYHHKAUMOHHBIX CETAX MM MpeAOCTaBleHHe
JIOCTYINA K NIEPCOHAIBHBIM JaHHBIM KaKUM-JIHOO HHBIM CocoOoMm.

Pecypc undopmanHoHHoli cHCTeMBI — HMEHOBAHHBIH 3JIEMEHT CHCTEMHOIO,
NPUKJIAHOrO HWAY annapatHoro obecnedeHus ((YHKUMOHHPOBAHHA WHGOPMALMOHHOMH
CHCTEMBI.

CneunajbHble KATerOpHH MEPCOHAJNBHBIX AAHHBIX — [EPCOHAIBHBIE JAAHHBIE,
KacalolHecss pacoBoi, HAlMOHaNBHOH NPHHAMIEKHOCTH, MOJHTHYECKHX B3rNANO0B,
PENUrHO3HBIX WIH (unocockux yOexaeHHi, COCTOAHUA 310POBBS M MHTHMHOH H3HH
cyOBeKTa MepcoHANBHEIX AaHHBIX.

CpeacTsa BLIMHCINTEIbHOM TeXHHKH — COBOKYITHOCT NpPOrPaMMHBIX W TEXHHYECKHX
3MEMEHTOB CHCTeM 00paboTKM JaHHBIX, CMOCOOHBIX (QYHKUMOHMPOBATh CaMOCTOATENBHO HIH B
cocTase APYrHX CHCTEM.

Cy6bexkt jgocryna (cy0mexkT)— JMUO MIM  MPOLECC, JEHCTBMA  KOTOPOroO
pernaMeHTHpYIOTCA NpaBUIaMH pasrpaHHYeHHs JH0CTyna.

Texuuuecknif Kanan yreuxn HHGOPMAUMH — COBOKYNHOCTH HOCHTENS HH(OpMALMH
(cpenctBa o6paGotku), ¢m3Mueckoil cpebl pacmpocTPaHEHHs MHOOPMATMBHOrO CHTHaNa H
CpelCTB, KOTOPEIMH HoGBIBaeTCA 3aliiiaemas HHGOpMaLus.

TpaHcrpanu4Has nepefaya MepcoHANbHBIX JAHHBIX — MEpeflaya MEPCOHANIBHBIX
JaHHBIX onepaTtopoM uepe3 ['ocynapcTBeHHyio rpaHuuy Poccuiickoii ®enepauuu opraHy
BJIACTH HHOCTPAHHOTO rocyJapcTBa, GU3NYECKOMY HITH IOPHANYECKOMY JIMLLY HHOCTPAHHOTO
rocyaapcTBa.

Yrpo3nl §e30nacHoCTH NepcoHANBHBIX AAHHBIX — COBOKYTTHOCTE YCJOBMI M (paKTopos,
CO3JAOLMX OMACHOCTh HEeCcaHKUMOHMPOBAaHHOTO, B TOM UYMCNE CiyyaHHOro, JOCTyma K
NEPCOHANBHBIM JAHHBIM, pE3YJbTATOM KOTOPOro MOXET CTaTh YHHYTOKEHHE, H3MEHEHUE,
GAoKMpoBaHWe, KOMMPOBaHME, PpACMpOCTpaHEHHWE TMEPCOHAIBHBIX JNAHHBIX, @ TaloKe HHBIX
HECAHKLIMOHMPOBAHHEIX AeiicTBHit Npy ux 06paboTke B MHGOPMALMOHHON CHCTEME NepCOHANBHBIX
NAHHBIX.

YHHYTOKERHE TIePCOHANILHBIX AAHHBIX — JEHCTBHS, B PE3YNIETaTe KOTOPBIX HEBO3MOXHO

BOCCTAHOBHUTE COACPMKAHHE NEPCOHANBHBIX JaHHBIX B H}{(l)OpMaIIHOHHOﬁ CHUCTEME TIEPCOHAJIBHBIX



JaHHBIX HIH B PE3YNbTaTe KOTOPBIX YHHYTOMAIOTCS MaTepHasibHble HOCHTENH NMEPCOHAIBHAIX
DaHHBIX.

YTeuka (3awumaemoii) HEGOPMALHH N0 TEXHHYECKHM KAHANAM — HEKOHTPOIHPYEMOe
pacnpocTpaHeHHe HHGOpMALMK 0T HOCHTENIA 3allHIaeMoil HHGOPMALIK Yepes (HIHYECKYIO CPEy
10 TEXHHYECKOr0 Cpe/ICTBA, OCYILECTRILAIOLIErO MEPEXBAT HHPOPMALIMH.

YassumocTb — c1ab0CTb B CPEACTBAX 3allMThI, KOTOPYIO MOXHO MCMONB30BATH LIS
HapYLWEHHs CHCTEMBI MITH CONepXKalleiica B Hell HHdOpMaLIH.

IenoctHocTs HHbOPMALMH — CrIOCOGHOCTE CPENCTBA BHIMUCAHTENLHON TEXHHKH HIH
aBTOMaTH3HPOBAaHHOH CHCTEMBl  OfecreuMBaTh HEH3MEHHOCT HH(OPMAld B YCJIOBHAX

CITY4aifHOro WM NPeAHAMEPEHHOTO HCKaKe s (Pa3pyIleHns).



OBO3HAYEHHSA U COKPAILLIEHHUA

ABC - anTuBHpYCHBIE CpeACTBa

APM —asTomMaTisupoBanHoe paGouee MecTo

BTCC - BcioMoratestsHble TEXHHYECKHE CPEJICTBA Y CHCTEMEI
HCT1OH ~ undopMalmoHHas CHCTEMa NePCOHATBHBIX JAHHBIX
K3 — koHTponupyemas sona

JIBC — noxankHas BBIMHCIUTENLHASA CETh

MD - mesxcerteBoit akpan

HC/I - HecaHK1MOHHPOBaHHBIH A0CTYT

OC - onepaumonHas cicrema

[111H — nepcoHanbHble JaHHBIE

TIMB - nporpaMMHO-MaTeMaTHuecKkoe Bo3ZielicTBUE

IO — nporpammuoe o6ecneuenne

[I9MUH - noGoyHble 3NEKTPOMArHUTHEIE M3TyYEHHA M HABOIKH
CA3 — cucrema aHann3a 3allIMILEHHOCTH

C3HU — cpeacTsa 3amuTE NHBOPMaLUK

C3I11n ~ cucrema (moacucTeMa) 3aLMTH! MEPCOHANBHBIX JAHHEIX
COB - cucrema o6Hapy:KeHHs BTOpKEHMi

TKYU — TexHHyeckHe KaHab! YTeUKH MH(OPMALIH

YBI1/T1 - yrpoas! 6e30MacHOCTH MepcoHANBHBIX JAHHBIX



1 Beegenne

Hacrosmas Tlonutuka undopMaumoHHoit GesomacHoct B PexepanbHOM
rocynapcTBeHHOM OrolkeTHOM 06pa3oBaTEeNLHOM YUYPEKAEHHH BHICLIErO 06pa3oBaHMA
«Tomckuii rocynapcTeeHHEIH nearoruyeckuii yuusepcuter» (nanee — TITIY), paspaboTaHa
B COOTBETCTBHM C ILEJAMH, 3adadaMM M HpUHUUNaMH obecrieueHns 6e3onacHoOCTH
MEPCOHANIBHBIX AAaHHBIX H3NOXEHHBIX B «KoHuenmn HH@opMmanuoHHoli GezomacHocTH
HCIIO TITIV ».

Ilonwutuka paspaboTana B cooTBeTcTBHH C TpeGoBaHMaAMH DenepaNbHOTO 3aKOHA OT
27 mons 2006 r. Ne 152-®3 «O nepcoHanbHbIX AaHHBIXY.

B Tlonutuke onpemenesbl TpeGosanua k nepcoHany MCIIJH, crenens
OTBETCTBEHHOCTH MEPCOHANA, CTPYKTYpa ¥ HEOOXOAHMBIH YpOBEHD 3aILMIIEHHOCTH, CTATYC
U ROMDKHOCTHEIE 0043aHHOCTH COTPYIHHKOB, OTBETCTBEHHEBIX 3a obecnevenne Ge3onacHocTH
nepcoHansHbIX gaHHbX 8B UCTTOn TITTVY.

2 O0une nmonoxenus

Llenvio Hactosawmeii IMonuTHkH sBnsercs ofecrneueHne Ge30MacHOCTH OOGLEKTOB
sammTel TITIY oOT Bcex BMAOOB yrpo3, BHEWIHHX H BHYTPEHHHMX, YMBIUUTEHHBIX M
HEMPEJHAMEPEHHBIX, MWHUMH3aUUA yulepba OT BO3MOXKHOH pealHsaluMH  yrpos
Besonacnocty [T101 (YBITOH).

BesonacHocTe  nepcoHanbHEIX — JAaHHEIX — JOCTHrAeTcss NYTEM  HCKIIOYEHHS
HECAHKUMOHHPOBAHHOTO, B TOM YHCJE CIy4aHHOro, JOCTYMa K NepCOHANBHBIM JaHHBIM,
pe3yNBTaTOM KOTOPOrO MOXET CTaThb YHWYTOKEHHE, U3MeHeHHe, OJOKHpOBaHHE,
KOMHPOBaHWE,  pacnpoCTpaHEHHME  MEPCOHANBHBIX  JAHHBIX, a4  TakkKe  HHBIX
HeCaHKIIMOHHPOBAHHLIX HECHCTBHIA.

Hudopmauna wu cefsaHHble ¢ HeH pecypchl JOMDKHEL OBITH AOCTYIHBI  JUIS
aBTOPH30BaHHEIX MOAB30BaTeNeH. JJOMKHO OCYIECTBAATECA CBOSBPEMEHHOE ofHapyxeHHe
H peardpoBaHue Ha YBI1/H.

JODKHO OCYIIECTBNATECA NPEeNOTBpalleHHEe TNpeJHaMepeHHBIX WIH CIydaitHBIX,

HaCTHYHBIX HJIH NMOJHEIX HECAHKITHOHHPOBAHHBIX MO,Z[H(l)HKaL[[/Iﬁ HJIH YHHYTOKCHHA JaHHEIX.

3 O6aactb peiicrBun

10



TpeSoBanus nacrosweit Monutuky pactipocTpansioTes Ha Beex coTpyanukos TITIY
(WITaTHBIX, BPEMEHHBIX, pabOTAIOIMX MO KOHTPaKTy M T..), a TaKKe BCexX NMPOYHX JTHL]
(MoApARYMKH, ayAUTOPHI H T.1L.).

4 CrcTeMa 3aIHTBI MEPCOHANBHBIX AAHHBIX

CucreMa 3ammTe! nepcoHabHEIX AaHHbIX (C3I1/IH), CTPOMTCS HAa OCHOBaHUMU:

— Ilepeyns nepcoHanbHEIX JAHHBIX, MOMIEKALIMX 3ALINTE,

— AKTa onpezneneHus TpebyeMoro ypoBHs 3alUMUIEHHOCTH MH(OPMALMOHHOI
CHCTEMBI NIEPCOHANBHBIX AaHHBIX;

- Mogenu yrpo3 6e30nacHOCTH MepcoHaNbHBIX JAHHBIX;

— lonoxkeHus 0 pasrpaHHueHHM NpaB JOCTYNa K 0OpabaTEIBAEMBIM MEPCOHATLHBIM
JaHHBIM;

— Pykosoaaunx noxymenros ®CTIK Poccun u ®CB Poccun.

Jna kaxpoit UCII/IH momkeH GBITb COCTAaBNEH CMHCOK HCMONB3YeMBIX TEXHHUECKHX
CPEACTB 3aUMTEL, a TaK e NporpaMMHoOro ofecrneyeHus yyactByiomero B o6paGotke I1]1H,
Ha Bcex ssieMenTtax UCTIIH:

— APM nonr3osareneii;

— Cepsepa npunoxenmii;

— Kananos nepenaun B cetu o6uiero nonszosanus u (W) MeXJlyHapoAHoro obMeHa,
€CIIH 1o HUM nepeatotes [1/1n.

B 3aBucuMoctn ot TpebyeMoro ypoBus samminennoctd MCIIH u aKTyaJIbHBIX
yrpo3, C3I1[I# MOXET BKMOYATh CIIEAYIONHE TEXHHYECKHE CPECTBA:

— @HTHBUPYCHBIE CPEACTBa 11 pabouX CTaHIMii TONB30BaTENEH U CEPBEPOB;

— CpPeICTBa MEKCETEBOTO HIKPAHUPOBAHHH,

— CpeACTBa KPHNTOrpagHueckoil 3alNTsl MHGOPMALHK, NIPH Tepeaiaye 3alHIaeMoil
HHPOPMALIMY 110 KaHANIaM CBA3H.

Tak xe B cnMCOK NOMKHEL GBITH BKTIOUEHB! (DYHKUMH 3alUMTH, oBecreuMBaeMble
TaTHeIMU cpeacteamu obpabotku I1]ln onepaunonnsiMu cuctemamu (OC), NpUKIaLHBIM
I1O n cneunanbHBIMH KOMIUTEKCAMH, Peau3ylOIMMH CPEACTBA 3alUThl. CHHCOK byHKumit
3aLIMTHl MOXKET BIJIIOYATE:

— YNpaBJieHHE W pasrpaHHYeHHE JOCTYNA Nojk3oBaTeneii;
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~ PETHUCTpaLHIO U yueT AeicTBHit ¢ HHbOpMalyeii;
~ ofecneyuBaTh LENIOCTHOCTD JAHHBIX;

— NPOU3BOAUTE OGHAPY#EHHE BTOPIKEHHIA.

5 Tpe6osanus k cocrasy C3I1An

C3I1au nomxkna coorBercTBOBaTh TpedoBanusaM [puxaza ®CTIK Poccuu or 18
despana 2013 r. Ne 21 «O6 yTBepkAeHHH COCTaBa H COAEPHKAHMS OPraHM3ALHOHHBIX H
TEXHHYECKHX Mep no obecneyenulo 6Ge30NacHOCTH NEPCOHANBHBIX AAHHBIX MPH HX
obpaboTie B HHPOPMALIHOHHBIX CHCTEMAaX NMEPCOHANBHBIX NAHHBIX).

HanHslif npHKa3 onpeaenser TpeGoBaHMA K COCTABY M CONEPXKAHMIO MEP N0 3aLINTE
IIMH ¢ ydetom TpefyeMOoro ypoOBHA 3alUMIIEHHOCTH U HE PacCMaTpPHBAET BOMPOCHI
ofecnieyenus Ge30MacHOCTH, CBA3AaHHBIE C NPHUMEHEHHMEM KPHMMTOrpadHYecKol 3alluThl
HHopMaLHH,

ITpukaz ®CB Poccuut ot 10 mons 2014 r. Ne 378 r, «O6 yTBepsKAeHHM COCTaBa H
COACP)KAHUA OPraHM3aLMOHHBIX M TEXHHYECKHX Mep mno ofecnedeHH1o 6Ge30MacHOCTH
MEPCOHAJILHEIX AAHHBIX MPH UX 00paboTke B MH(OPMALMOHHEIX CHCTEMAX MEPCOHANBHBIX
AaHHBIX C HCNOJNIB30BAHWEM CPEICTB KpUNTOrpadHyeckoit 3ammuThl HMHGOpMaLHMH,
HeOOXOAMMBIX JUIA BEINONHEHUS yCTaHOBNeHHbIX ITpaBuTenscteoM Poccniickoii ®enepanuu
TpeboBaHMii K 3alllUTe MEPCOHANBHBIX JAHHBIX JUIA KAXKIOTO M3 YPOBHEH 3aIHUIEHHOCTHY
ycTaHaBIHBaeT TPEGOBAHMA K NPUMEHAEMBIM CpelCTBaM KpuntorpadHyeckoil 3amMT 1

KayKA0ro U3 YpOBHEH 3alHIIEHHOCTH,

6 Ioas3opaTenaun UCIIAn

Onpenenens! ocHOBHEIE KaTEropHu Moib3oBateneil. Ha OCHOBaHMH 3THX KaTerophu
AOMKHA OBITh MpowsBeAeHa THnM3aiua monb3oBateneil MCIIJIH, onpefeneH uX ypoBeHb
N0CTYNa U BO3MOXHOCTH.

B HCIIIu TITIY MoxXHO BBAENMTh CJEOYIOIME THIB MNONb30OBATENEH,
yuactBylomux B 00paborke u Xxpanennu [1[H:

— Aamunnctparop UCT1Tx;

— AnMHHHCTpaTop G€30MacHoCTH;

— Ioas3oBarens UCIu;
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— AIMMHHUCTpPATOp CeTH;

— TexHHueckuit cneunanuct no obemyxusannio nepudepuiinoro o6opya0BaHH;

— IIporpammucT-paspaGotunk UCITIH.

JlanHele O rpynnax noab3oBaTeNsX, YPOBHE WX [OCTYyNa M MHMOPMHPOBAHHOCTH
NOJKHBI OBITE 3aKpETUIEHBI JOKYMEHTAIBHO.

6.1 Aamunucrparop HCIIAn

Anmuunctparop UCII[w, corpymunk TITIY, oTBeTcTBeHHBIH 33 HacTpoiky,
BHeApeHHe u conpoBoxaeHne MCITu. Obecneunsaer (GyHKUMOHHPOBAHHE NMOACHCTEMBI
ynpagienus poctynom HCII[H v ynoiHOMOYEH OCYLIECTBNATL TpEJOCTaBleHHE U
pasrpaHH4eHHe JAoCTyna KoHeyHoro mnosns3oBatens (Onepatopa APM) k snemenTam
XpaHANIHM NEepCOHANBHBIC NaHHBIE.

Anmunucrparop UCIT[IH obnagaeT cneaylomum ypoBHEM JOCTYNA M 3HAHMIA:

— ofnanaer nonHolt MHGpOpMauMell O CHCTEMHOM M MPHKIAIHOM MPOTPAMMHOM
obecneuennn UCIIOx;

— obnagaer monHo# uHpopMmaumeldl 0 TEXHHYECKHX CPEACTBAX M KOH(HIypaLHH
HUCT1On;

— HMEET JOCTYNl KO BCEM TEXHHYECKHM cpeicTBaM oOpaboTku uHpopmannu |
NauusiM UCTTu;

— obnajaer npasaMM KOHOHIYpHpOBaHHA M aJAMMHHMCTPATHBHOH HACTPOHKH
TexHuyeckux cpeacte UCI/Ix.

6.2 AnmunHcTpaTop GezonacHocTH

Anmunnctpatop  GesonacHocTH, cotpyamuk  TITIY, OTBeTCTBEeHHbi  3a
¢ynxunonnposanue C3IT[IH, Bmoyas obcmyKHBaHME M HACTPOIKY aAMHHHCTPATUBHOIH,
CEPBEPHO M KIIMEHTCKOH KOMIOHEHT.

AnmunucTparop GesonacHocTH 00nafaeT CeAyIOWHM YPOBHEM HOCTYNA U 3HAHHIL:

— obnanaer npaBamu Aamunuctparopa MCIT/Ix;

— obnanaer nonHoi Hdopmaumeii 06 UCITx;

— HMCET NOCTYN K CpeACTBaM 3allHTHI HH(I)OpMaIIHH H ITPOTOKOJIHPOBAHHA H K YaCcTH

KmoyeBbIx dnementoB UCTTIx;
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— HE HMMEeT MpaB AOCTYNa K KOHOUTYPUPOBAHHIO TEXHHUECKMX CPEACTB CETH 3a
MCK/IIOYEHHEM KOHTPOJBHBIX (MHCIIEKLIHOHHBIX).

AnMunMcTpaTop 6€30MacHOCTH YONIHOMOYEH:

— peallu30BLIBATE MOJMTHKH Ge3omacHocTH B yacT HacTpoiiku CK3HU, mexcereBbix
3KpaHOB M CHCTeM OOHApYKEHHs aTaKk, B COOTBETCTBHH C KOTOPBIMH NONB30BATEND
(Onepatop APM) nonyuaer Bo3MOXHOCTE paoTaTs ¢ anemenTamu MCITIH;

— OCYIUECTBAATE ayAUT CPEACTB 3aAIHTEL;

— YCTaHaBJIHBaTh AOBEPUTEJLHBIE OTHOWIEHHS CBOCH 3aLIMILEHHON CETH C CETAMH
IOpYTHX UHGOOPMALIMOHHBIX CHCTEM.

6.3 Iloab3zosatear UCIIAn

TNonesosarens WCIIH, corpyanmuk TITIY, ocywectsasiomuii obpaGorky ITw.
O6pabotka [1]lH Biunoyaet: Bo3moxkHocTs npocMotpa T1/{H, pyunoit BBox ITJIH B cucTeMy
WUCIIAn, dopmupoBanuie cnpaBok H OTYETOB MO MHpOpMaUWH, MomyueHHoit u3 MUCIIJ.
Toap30BaTenb He UMEET MOAHOMOYHIL TS YIIPABIEHUS OACUCTEMaMH 00paGOTKM NaHHEIX H
C3I1/1H.

IMTone3sosatens UCIT/IH obnagaer cienyiomnm ypoBHEM AOCTYA M 3HAHMIA:

— ofnajaer  BcemM  HeoOXoAWMBIMH  atpufyTtamH  (Hanmpumep,  naponem),
ofecneunBaoMH AOCTYI K HEKOTOPOMY TIoAMHOecTBY [T1IH;

— pacnonaraeT KoH(HAEHUNATLHBIMH AAHHBIMH, K KOTOPBIM HMEET AOCTYIL.

6.4 AXMHHHCTPATOP CeTH

AaMuuucTpaTop cetd, cotpyannk TITIY, oTBercTBeHHEN 33 (yHKUHOHHpOBaHHE
TENEKOMMYHHKAaUMOHHOH —noacuctembpl  MCII[In.  AnMuHHCTpaTOp CETH He HMeer
MOJHOMOYHMH N1 YNpaB/ieHHA NoACHCTEMaMH 00paboTKM JaHHEIX ¥ 6e30MacHOCTH.

AJMMHHUCTpaTOp ceTH o6aaeT clefyIOLUM YPOBHEM IOCTYNA H 3HAHMIL:

— obnajaetr 4acTblo MH(OPMALMM © CHUCTEMHOM H MPHKIAJHOM INPOTPaAMMHOM
obecneuennn UCITx;

— obnagaer 4acTei0 MHGOPMAUMH O TEXHMYECKHX CPEeACTBAX M KOHQMrypauuu
HUCTTOn;

— HMeeT PU3HYECKHH JOCTYN K TEXHHYECKHM CpeacTBaM oOpaboTku nHGopMaLuy H

CpelICTBaM 3allHTRI;
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— 3HAET, 10 MeHbLIIeiT Mepe, OOHO NierajibHOe UMA JAOCTYNa.

6.5 Texnuyeckuii cneuManucT no obcay;xHBaHuI0 nepudepuiinoro o6opynosanus

Texunueckuit cneunanuct no obcmykuBawuio, cotpyauuk TITIY, ocyumecrsiser
obciyxuBaHue M HacTpoiiky nepudepuiiHoro obopymosanns WCIIn. Texuuueckuii
CMELHANHCT No ofChy)KHBaHHIO He HMMeer nocryma K [IJIH, He HMMeer moaHoMouMil Ans
ynpasneHus noacucremamMm o6paborku JaHHBIX H 6e30NacHOCTH.

Texunueckuit cneuvanuder mno obcny:KUBaHHMIO o0najaeT CHEAYIOUIAM YPOBHEM
JOCTYNa U 3HaHWit:

— ofnanaer 4acTelo HHGOPMALUWM O CHCTEMHOM M MPHKIAfHOM TNIPOrPaAMMHOM
obecneuennu UCII/IH;

— o0nagaer 4acTbl0 HHPOPMAUMM O TEXHMUECKMX CPEICTBaX M KOHQHIypaLHu
HUCIIn;

— 3HAET, M0 MeHbLIEH Mepe, OHO NEeralbHoe HMS AOCTYIIA.

6.6 IIporpammucr-paspadorunk HCIIn

[TporpaMMHCTEI-paspaboT4HKH  (NMOCTAaBIUMKA)  MPHKIAMHONO  MpPOrpaMMHOrO
obecnieyenns, obecrieyBaloLINe ero CONpPOBOXKACHHE Ha 3amuaemMoM obbekre. K gaHHoi
rpynmne MOTryT OTHOCHTbCA Kak cotpyAHukH TITIY, Tak u cOTpyOHHMKHM CTOpPOHHHMX
opraHu3auuii.

JInuo 31oit KaTeropuu:

— obnajaer ungopmauueii o6 anrropuTMax U nporpammax o6paGoTky HHpOPMaLKH
Ha UCI1/H;

— ofnajaer  BO3MOXKHOCTAMH BHECEHHSA ounboK, HeeK1apupOBaHHbIX
BO3MOMHOCTEH, MNpPOrpaMMHBIX 3aKJafoK, BPEROHOCHBIX [pOrpaMM B TNPOrpaMMHOE
obecneuenne UCT1/IH Ha craguy ee paspaboTKH, BHEAPEHHS B CONPOBOXKACHH,

— MOXET pacnofaarats Jio0biMH (pparmeHTaMu nHpopmarun o Tononoruu UCIIIH u
TEXHHUYEeCKUX cpeactBax obpabotku u 3aumThl [11]H, obpabaTeiBaemsix 8 UCIIAR.

7 TpeGoBanns Kk nepconaiy no obecnedeHuo 3amnTe I1An

Bee cotpyouukn TITIY, asnsiommecs nosaszoBatesiamd WCII[H, ROmKHE 4eTKO

3HaTh ¥ CTPOr0 BHIMOJHATH YCTAaHOBJIEHHBIE MpaBufAa H ODA3aHHOCTH MO AOCCTYNY K

3alHILAEMBIM 00REKTaM H cobJioieHUIO pHHATOro pexkuMa 6esonacHocTH T11H.
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[Ipu BeTynnmeHuu B JOMKHOCTH HOBOFO COTPYIHHKA HEMOCPEACTBEHHBIH HayadbHHK
noApasAencHns, B KOTOpPOE OH [MOCTYMaeT, o6A3aH OPraHH30BaThL €ro O3HAKOMIECHHE ¢
AOMKHOCTHOH HMHCTPYKUMEH M HEOOXOAMMBIMM JOKYMEHTAMHM, pErIaMeHTHPYIOIHUMU
TpeboBaHua no samute IIJIH, a Takke OOyueHHe HABBLIKAM BHUIOIHEHHA TPOLELYP,
HeOOXOAUMBIX JUIsl CRHKHHOHMPOBAHHOTO Hcronb3osanug UCTTIn.

Cotpynnuk jomxeH GBITE O3HAaKOMIEH cO CBeleHMAMHM HacTosweil ITomuTHKH,
NPHHATBIX Mpoueayp pabotel ¢ 3neMentaMi UCTIOu u C3ITH.

Corpyaunxu TITIV, wucrons3yiomne TeXHHYECKME CPEACTBA ayTeHTH(HMKALMY,
ROJDKHBI  0DecneuuBaTh COXPAHHOCTh HACHTHOMKATOPOB (3EKTPOHHBIX KMoueil) H He
nonyckats HCJl K HHM, a Tak e BO3SMOXXHOCTb MX YTEPH WIIH MCMOJIb30BaHMA TPETBUMH
nuuami. [lonb30BaTeNM HECYT MEPCOHANBHYIO OTBETCTBEHHOCTh 32 COXPAaHHOCTD
HIEHTH(UKATOPOB.

Cotpyauuxn TI'TIY HoMmKHEI CNEA0BATE YCTRHOBIEHHBIM MPOLIEAYPaM MOIIEPKaHHs
pexxnma OesomacHoctu [1JH npu BeiGope W ucmons3oBaHun naponell (ecim  He
MCMO/B3YIOTCA TEXHHYECKHE CPEICTBA A1 NPOXOKAEHHSA NMPOLENYPhl ayTeHTH)HKALHH).

Cotpyaauxn TITIY nonmkunel ofecneunBaTh Hanexauwylo 3amuTy obopynoBaHHS,
OCTaB/IAEMOro 6€3 NPUCMOTPa, OCOOEHHO B TEX CTy4asX, KOrAa B NOMEWEHHE UMEIOT JOCTYTI
NOCTOpOoHHHE NiHua. Bee nonp3oBateny KomkHs! 3HaTh TpeGoBanua no 6esomacHocty [TIH
MpoLeaypel  3alikThl  00OpyHAOBaHHA, OCTaBNAEHHOro 0e3 NpUCMOTpPa, a TaKkKe CBOM
0053aHHOCTH N0 06ecneyeHHI0 TaKoH 3aLIMTEL

CoTpynHnkaM  3ampeltiaeTcs  yCTAHaBIMBATH  [OCTOPOHHEE  NPOTPAMMHOE
obecnieyeHue, NOAKIIOYATh IHYHbIE MOGHIBHEIE YCTPOHCTBA M HOCUTENM MH(OPMALHH, a
TaK € 3anHCHBaTh HA HUX 3allHILAEMYI0 MH(POPMAaLIHIO.

Cotpyannkam 3anpemaeTcs pasrialiaTh 3aWMLAEMYI0 HHGOPMALINIO, KOTopas cTana
MM U3BECTHA Npy paboTe ¢ MHPpOpMaLMOHHEIMU cucTeMamu TTTIY, TpeTeuM JHLAM.

Ipu pa6ore c ITIn B UCIIH cotpyauuxu TITTY o6s3aubl 06ecneunTh OTCYTCTBHE
BO3MOXHOCTH npocmoTpa I[1JIH TpeTbuMH nHLAMKI ¢ MOHUTOPOB APM MM TepMHHAIOB.

Ilpu 3asepwennu paGots ¢ VCIIJH cotpyaHukn o6a3ansl 3amutute APM wiu
TEPMHUHANb! C MOMOMIBIO GNOKMPOBKM KITIOUOM HIIH 3KBHBAJIEHTHOTO CPENCTBA KOHTPOJA,

HanpHMep, DOCTYIIOM MO MapoJio, €CIIM HE UCIONB3YIOTCH Gomnee cUNbHBIE CpeACTBa 3aIINTHI.
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Cotpynunxu TITIY pomiHbl 65T npoHHGOPMUPOBaHE! 06 Yrpo3ax HapyLieHus
pexuma GesonacHoctd ITJIH M OTBETCTBEHHOCTH 3a ero HapyweHHe. OHHM JOMKHBI OBITH
O3HAKOMJICHBI C YTBepXkIeHHOH dopManbHOH mpouexypoif HaMOXEHHA AUCLIMIUIHHAPHEBIX
B3bICKaHHI Ha COTPYAHHKOB, KOTOPHIE HAPYIUWJIM MPHHATbIE MONUTHKY H MPOLEAYDSI
6ezonacHoctH ITH.

Cotpynunku obs3aHel Ge3 npomeaneHus coobwars 060 Bcex HabmoAaeMbIX WM
noAO3pUTENBHBIX chydasx paboret MCIT[H, Morymmx mnoBneys 3a coboil  yrpo3ssl
Gesonacnoctu [1]1H, a Takke O BBIABAECHHBIX HMH COOBITHSX, 3aTParuBalOLIMX 6€30MacHOCTb
[1[1H, pyKoBOACTBY nospasfeNeHHs U JULY, OTBEYAIOLIEMY 33 HEMEUIEHHOE PEarMpoBaHue
Ha yrpo3kl 6ezonackoctu [1/]H.

8 Jon:knocTHble 0653aHHOCTH Nosb3oBaTeseil HCIIn

JlomxHocTHbie 06s3anHOCTH mnonb3oBateneit WCIIJlH onucansl B ClemyiomuX
JOKYMEHTax:

— Muctpykuna apmunuctpatopa UCITk;

— MHcTpykuus aamuauctpartopa Gesonacnoctn UCITIH;

— Muctpykuus nonassobatens UCITOn.

9 OrsercTBeHHOCTH coTpyanuxos HCHAn TITIY

B cootsercTeun co cT. 24 ®enepanbHoro 3akoHa Poccuiickoii ®epepauun ot 27
mong 2006 r. Ne 152-®3 «O nepcoHaNbHEIX AAHHBIX» JIHLA, BUHOBHBIE B HApYLIEHHH
TpeGoBaHKi  naHHOro (DenepanbHOr0 3aKOHA, HECYT TIPaXAAHCKYIO, YrONOBHYIO,
aIMMHHCTPAaTHBHYIO, AMCUUIUIMHAPHYIO W MHYIO TIPEAYCMOTPEHHYIO 3aKOHOAATEILCTBOM
Poccuiickoit @enepanin 0TBETCTBEHHOCTS.

HeiicTBylolee 3aKoHoAaTenbcTBO PP mo3BONSET NpedBABNATE TpeGOBaHMA IO
obecrneueHnio GesonacHoii paGoTel ¢ 3amMiaeModl undopMalMedl M NpeRyCMaTpHBaeT
OTBETCTBEHHOCTH 32 HapyLIEHHE YCTAHOBJEHHBIX TpaBHN 3KcIUyaTainu DBM M cHcTeM,
HEMPaBOMEPHBIH NOCTYN K MH(MOpMaluy, €CAM 5TH AelCTBUSA NPHBEIM K YHMYTOKEHUIO,
GokupoBaHHiO, MOIM(HKALMH MHpOPMaUMK WIM Hapymenuio paGotsl OBM mmu cereii
(crateu 272,273 u 274 YK P®).

Anmunuctparop HCII/IH u anMuHKcTpaTop 6€30MacHOCTH HECYT OTBETCTBEHHOCTD 32
BCE JECHCTBHA, COBEPLUEHHBIE OT MMEHM MX YYETHBIX 3aMHCeH HJIH CHCTEMHBIX YYETHBIX

3anmuceii, ecay He JoKa3zaH (l)al(T HECAHKIHOHHPOBAHHOTCG HCIMTOJB30BAaHUA YUETHBIX 3arnuceil.
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[Tpu HapyLIeHHAX COTpYAHHKaMH TTITY
- mnone3oBarenedi MCIIJAu npaBun, cBasaHHbeix ¢ GesomacHocTelo IIJIH, oHM HeCyT
OTBETCTBEHHOCTb, YCTAHOBJIEHHYI0 JEHCTBYIOLIHM 3aKOHOAATeNnbCcTBOM PoccHiickoit
Denepauny.

[lpusenennbie Bhle TpeGoOBaHHA HOPMATHBHBIX JIOKYMEHTOB 10  3alIuTe
MHhOpMaLMH JOMKHEI ObITh OTpaxeHnt B [lonokeHusx o mnogpaspeneduax TITIY,
ocyuecTeastowmnx obpadotky ITn B UCITJIH M NOJIKHOCTHBIX HHCTPYKLMAX COTPYAHHKOB
TITIY.

Heobxoaumo BHecTu B Ilonokenus o nozgpasaenaenusx TITIY, ocywecTastoiux
obpaborky [1ln B HCII[lH cBenenns o6 OTBETCTBEHHOCTH WX pPYKOBOAWTENEH M
COTPYAHHKOB 33 pasrialleHHe W HECAHKUHOHHPOBAHHYI0O MOAH(MHKALHI (MCKaXkeHHe,
pansendurammo) IIJIH, a Taloke 3a HenpaBOMEPHOE BMEIIATENLCTBO B MPOLECCHl HMX

aBTOMATH3MPOBaHHOH 06paboTKH.

IlepBelii mpopexTop A H. Makapetko
Hupextop JJOIIB [".I1. MariokeBuy
Hupexrop UIMTAU T.T. aszuzos
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